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PREFACE
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Weapons Center, Dahlgren Laboratory , Dahlgren, Virginia
22448. The McDonnell Douglas Astronautics Company person-
nel involved were:

, J. M. Roe, STUDY MANAGER
J. R. Chott
T. W. Herron
C. N. Kohlberg
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1. INTRODUCTION
The primary output of the Integrated CircuitAND SUMMARY Electromagnetic Susceptibility (ICES) Investiga-

tion has been the ICES Handbook 1, which was
published 1 August 1978. The handbook summa-
rizes the susceptibilities of integrated circuits in a
simplified format for use by electronics designers
and others concerned with electromagnetic
compatibility of electronic systems. Approxi.
mately 500 copies of the handbook were
distributed to persons who have shown interest in
the IC susceptibility program , and another 200
copies were mailed directly to NSWC/Dahlgren.

Several modifications were incorporated in the
IC Handbook that were not included in earlier
draft versions. The handbook contains additional
measured susceptibility data , with significant
expansions in the data for line drivers and
receivers , comparators and voltage regulators.
The modeling sections of the handbook were
grea tly expanded , and include examples of model-
ing interference in TTL NAND gates and bipolar
operational amplifiers. A brief chapter was added
which discussed coupling and shielding
phenomena to make the handbook more nearly a

The U. S. Naval Surface Weapons Center — self.contained reference for EMC applications.
Dahlgren Laboratory (NSWC/Dah lgren) is tasked Chapter 2 of this report describes the handbook
to provide electromagnetic compatibility (EMC) revisions in greater detail .
guidance for designers of electronic systems that Chapter 3 describes the IC susceptibility
must operate in high power electromagnetic envi~ measurements that were made during this incre-
ronments. The program involves the development ment. Op amps, line drivers and receivers, voltage
of technology in the following areas: regulators, and comparators were tested . Suscep.

tibility data from the tests were included in the
a. the susceptibility of discrete semiconductor handbook susceptibility section.

components to microwave signals, Much modeling activity , ranging from models
b. the susceptibility of integrated circuits (IC’s) of rectification in PN jun ctions to interference

to microwave signals, models of complete integrated circuits , occurred
c. the electromagnetic environment, during this increment. This work is described in
d. electromagnetic pickup (coupling) and Chapter 4. Rectification in PN junct ions is de-

shielding. scribed with two models: a Fourier technique, and
a much simpler circuit model. Detailed accounts of

All of the technology developed under this modeling interference in integrated circuit NAND
program will be included in MIL-HD13K 253 gates and op amps is also given. An analysis of
(Appendix ) which will be published by the U.S. signal quality in data transmission systems in~• Navy. volving line drivers and receivers is described ,

The McDonnell Douglas Astronautics Corn. which shows that data transmission rates may
pany (MDAC), under contract to NSWC/Dahl. have to be reduced in order to ensure quality data
gren , has developed the technology on the suscep- transmission in intense electromagnetic environ-
tibility of integrated circuits to microwave ments.
signals. This report summarizes the work Two electromagnetic susceptibility seminars
performed in the last of three increments which were held during this increment, sponsored jointly
together form the third and last phase of this pro- by MDAC and NSWC/Dahlgren. Chapter 5
gram. briefly describes these seminars. 

~
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2. IC SUSCEPTIBILITY

HANDBOOK REVISION

In August 1978. t he final version of the Inte’ information , and information on interference
grated Circuit Electromagnetic Susceptibility reduction techniques. The system hardening task
h andbook 1 was published and distributed. This flow chart . ShOWn in Figure 1 , was modified to
report summarized all of the susceptibility refl ect the Handbook reorganization. The new
information which had been obtained during this flow chart shows clearly w here different sections
con tract in a handbook format for ready use by of t he Handbook are best used in the system
EM(’ engineers and system designers. Comments hardening task.
received from earlier versions of this handbook A chapter on coupling and shielding considera-
were incorporated wherever possible. tions was added as an aid to users of the

The latest Handbook version used a revised Handbook, since pickup levels and shielding must
format over earlier versions. Separate chapters be measured or estimated in order to evaluate
were devoted to component susceptibility data , system susceptibilit y to external RF fields.
modeling information , coupling and shielding Enough information is presented to allow the
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system designer to make an initial estimate of mation was added to the final version of the
pickup levels in his system using the relationship Handbook. While the diode rectification model
Ae = 0.13 X 2  for the effective aperture of and modified Ebers -Mo l l transistor model
unshielded wires. The statistical aspects of both remained unchanged, the theoretical ranges of the
coupling and shielding are also stressed to de. model parameters were generalized. Also added
scribe the variations of pickup with wire position was a worst case study of interference in a 74C’O
and aspect angle. Shielding effectiveness is NAND ga te. The study used previously developed
treated as a shift in the probability density func- rectification models and the program SPICE to
tion of the pickup level of a wire with and without calculate the minimum RF power levels at which
shielding. interference is possible. The program was also

The final version of the handbook contains used to compare the susceptibilities of the
muc h susceptibi lity information not contained in standard TTL family to the low power (74L00 )
earlie r versions. A short discussion of package and high speed (74H00 ) TTL families. A modeling
eff ects was added which explicitly sta tes that no simulation of interference in a 741 op amp, was
package type shows any significant advantage in performed using ISPICE , a commercially avail-
susceptibi lity reduction over other types. New able timesharing version of SPICE , and macro-
susceptibility data was presented for line drivers modeling techniques to analyze interference at the
a nd receivers , vo ltage regulators , and input terminals of an op amp, and compare these
comparators. I n addi tion , theoretical information results to those obtained when a simple offset
on signal qua lity vs. data rate for digital data model is used.
transmission systems illustrates that reduced The Handbook chapter on interference
data rates may be necessary to ensure quality sig’ reduction techni ques was expanded. The
na ls when interference is present. A slight revision effectiveness of component screening to choose
in the worst case op amp susceptibility curve was less susceptible devices was discussed , with the
made to include new susceptibility data at 9.1 ultimate conclusion that component screening can
G Hz (which lowered the worst case levels at this be used , but should be used only after more
freq uency by about 4 dB) . From the modeling conventional interference reduction schemes are
efforts , theoretically predicted worst case levels at tempted (shielding, filtering, etc.). The
were developed for TTL devices, and these levels Handbook contains an expanded section on
were added to the TTL worst case susceptibility less susceptible circuit designs , which describes
graph. These changes are described in more detail many of the options available to the circuit de-
in later sections of this report. signer to reduce the susceptibility of electronic

A considerable amount of new modeling infor- circuits.
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3. IC SUSCEPTIBILITY

MEASUREMENTS ‘°°° V fl~~~

1h1’ purpose ot the integrated circu it suscept i- MI ASU R ED
- WORST CASE -,hilet ~ testi ng ~ tee vt ’rt fv , and refine wherever 100 

A— ~ 
— 

-

nc essarv . pre ’ e ie lu s l y pub l i shed  ~~~~~~t im 
~~~
_  ~~

susce’ptitnlit ~ Ic~ t ’Is The results of tests of op c — — o ie.v
amps . line ’ dr ivers  and receivers , voltage rt ’gula- t) ~11 — 0 2OV

to rs. and comparators are’ included in this chapter. 
10

W here’ necessary , special test techni ques were
used t ee eessc’ss the a b i l i ty  of  the integrated circuit E
to operate’ w i th  the app lied LI F stimulus. Only a
tuodicum ot susceptibility intor mat ion was avail-
able’ prt ’vieeuslv for scenic devices , and the aUdi-
tion al susceptibihtv infor m ation was included in
he Integrated Circu it  Elec t reilnagne’t Ic Sust ’e’pt i-

b i lmi  i I l~,ti dleook —zIt Lnterferent ’e en Op Amps — Addit ional
laboratory t e sting of op amp susceptibilities was 0 1

performed during th is  increment - Tests at t) . 22 .
3 tl . and ~~~ (Ut: . verified the minimum suscepti-
b i l itv  levels previously published . At 9.1 (i L iz .
however , the ’ mimmun i  suscept ibilit y level was
reduced by 4 dli . F’igure 2 shows the final estimate 001

ot worst case’ susceptibility values for op amps. B
3.2 Interference in Line L)rivers and Receivers --

1 . m e  drivers and receivers are used to t ransmit
etigiteet data over tong system interconnect cable’s 0001 

A ~
in aerospace’ systems. Line drivers and receivers 0 I 1 10
we’re tested to determine ’ their  suse’ept ib ilit it’s to F RE 011 NC~ GHz
RE energy . The drivers and receivers were’ tested Fi gUr e 2. Worst Case Su~ ept ib ility Values to t 0p Amps
independently in order t ee sing le out those’ charac-
teris t ics of each which , when altered by RE , would the two input termin a ls) .  Inpu t  voltage’ t hre ’sheild

r adve’rse’ly affec t svste’ni performance t such as a changes were used as the su sce ’ptibilitv criter ia
decrease in system noise margin), during the testing. Change’s in the input voltage

.-~ll of th e line ’ drivers tested we’re ditferent ia l  threshold represent de’cre’ased sy stem noise’ mar-
h u e ’  drivers . i.e’ . each drives two complementary gins , anti possible n ialtu nc t  ion of the ’ data link.
output lines. l)rivers wi th  open collector outputs  Fi gure’ 4 shows t h e ’  min imum susce ’ptibilit v le’v e’ls
we’re’ tested as we’ll as type’s containing active ’ for line’ ret-eive’rs.
pullups. Susceptibi lity crit eria were established l,ine ’ receivers are’ ge’nerall y used in conjunction
based ten neanufactut-t ’r s specifications for t hi’ wi th  line’ drivers. Comparison of Figu re’s 3 and 4
output voltage at each output terminal . Each shows ret’eive’rs approxinneteh 7 dli more’
output  t erminal was considered separatel y,  and susceptible ’ than  line ’ drivers. I t  a line’ drive’r and
the ’ dew it e’ was t-eenside’re’d susceptible’ if either receiver art ’ considered as ci sy stern , the’ $USe’e’pt i-
outpu t  crossed the’ appropriate inte’rfe’rent’e bi h i t y  ot’ the ’ pair is aele’eiuate ’lv describesel by the ’
threshold Figure 3 illustrates the’ we rst case’ suscept ihi i ty  ect’ the rece’ive’r eifll y. as shown in
ieus -e’pt ibi l ity values measured for line’ drivers. Fi gure’ 4. In  th e ’ It ’ ES II  andbesek . this  fi gure was

Re’et’ive’r susce ’ptibi lit it’s were’ defined in terms used te e define ’ the ’ susce’pt ibi lit le’vels oh line
of change’s in the’ input voltage threshold which driver and recetve’l’ pairs. ‘l’lie receiver input
ele ’t e ’rnmine ’ie the ’ receiver swit eh point (where ’ t he’ ~ e~h ~~~~ t hre ’shold was ret aine ’d its the ’ suse’ept i-
input voltage’ is measured differential l y between b i l i t y  criterion.

4
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NOT SUSCEPTIBLE AT HIGHER
FREQUENCIES WITH MAXIMUM RF

- POWER OF 400 mW
3.3 Interference in Voltage Regulators — Inte-
grated circuit voltage regulators were tested 

~ ti
duri ng this increment to determine their suscepti- 0. 1

bilit ies to RF energy and to supplement previous- 0.1 
FRE QUENCY — G I-i z 

10

ly published susceptibility data . Voltage regula-
tors may be separated into , two distinct Figure 4. Worst Case Susceptibility Values for Line Receivers
categories: 3-pin and multi-pin devices. The 3-pin
voltage regulators have (as ‘their name implies ) voltage deviation of 0.25 volts from nominal. The
only three pins , and feature fixed output voltages 3-pin regulators were approximately 12 dB less
and convenience of use because they generally re- susceptible than the multi-pin regulators. Figure 5
quire no external elements. The multi-pin regula- shows the susceptibilities of the 3-pin and
tors have more than 3 pins (4 , 8 or 10 pin devices multi-pin regulators.
are common ) and are more versatile than the 3-pin Figure 6 illustra tes why 3-pin regulators are less
regulators. By appropriate connections of external susceptible than multi-pin regulators. A basic
elements, variable output voltages or different regulator circuit is shown, which contains a
regulator configu rations may be obtained with the resistive divider , an op amp, and a series pass ele-
multi-pin regulators. ment. In multi-pin regulators the resistive divider

Three-pin voltage regulators having a nominal is external to the chip, and the amplifier input (the
output voltage of 5 volts , and 8-pin regulators most susceptible terminal) is available as an int.e-
were tested. The 8-pin regulators were tested in i grated circuit terminal. (Operational amplifiers
configuration with a nominal output voltage of 12 are known to be quite susceptible to RF conducted
volts. The susceptibility cri terion was an out pu t into their inpu ts1.) In the 3-pin regulators, the

5
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3.4 Interference in Comparators — Measure-
ments were made of the RF susceptibility of

J voltage comparators. Susceptibility was defined

J in terms of changes in the comparator switch-

/ point. An offset in the comparator switchpoint has
100 ‘ a n adverse effec t on the comparator ’s accur a y

j ~ when used to detect vo ltage levels in circuits.

~ / Figure 7 illustrates the minimum susceptibility) 
/ values observed for comparators. The devices

/ / were most susceptible to RF conducted into the

7 J 
-, input terminals. This is expected, since compa-

/ rators contain a differential pair input stage

/ ~ 3 PIN REGU L ATORS similar to that con tai ned in op amps. Comparison

/ 0 MULTIPINRCGU LAT ORS of Figure 7 with Figure 2 shows the similarity in

/ susceptibility levels of the two device types.

/
/ 1000 —~/1 LEGEND;

/ COMPARATOR INPUT SWITCH POINT

/ 
- VOLTA GE

A — - - 0.OSV- B - - 0 I O V
C—-0 .20 V Q

100 - 0 --0 .50 V 

- LiL.
0 1  10 ‘•

PRIGUINCY UH,

Figu re 5. Worst Case Suscept ibilit y Values for Voltage -

Regulators. Output Voltag e Chang e of 015 
~ 10

Vo lt is SusceptibilIty Criterion. - -

:~~~~~~~~~~

T V ReF
GROUND 0. 1 - —

~~~~ 
-

~‘,CHIP I I C M € NTT  ONCI4IP FOR 3P1P4 -

I X T I R NAL F OR M U L T I  PIN NOT SUSCEPTIBL E A T HI GH E R
FR EQUENCIES W11’H MAXIMUM

- . . . . A RF POWER OF 400mW.
Figure 6. Basic Senes Regulator CircuIt -

0.01 1 1 1 1  I c c i
0.1 1 10

- . - FRE QUENCY -- GHz
resistive divider is contained on the regulator
chip, and the amplifier terminals are not acces- Figure 7. Wors t Case Susceptibility Values for
sihie, so these devices are less susceptible. Comparators

6
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4. INTERFEREN CE EFFECTS
During this increment , the interference effects becomes highly dependent on the RF power level

in integrated circuits were modeled. This chapter and rectification becomes a large signal phenome-
summarizes the work that was performed , includ- non. In this region , the rectification efficiencies for
ing investigations into the basic interference different bias voltages approach each other
mechanism: rectification in PN junctions. asymptotically and become proportional to
4.1 Diode Rectification Measurements — R~icti’ ( PRF r ”2 which is the proportionality used in
fication in PN junctions has been determined to be large signal models of diodes and transistors’.
the principal source of interference in modern 4.2 Rectification Theory Using Fourier Analysis
electronic circuits. However , because of the non- — Rectification in PN junctions can be studied
linear nature of semiconductor junctions , an using a Fourier expansion method. This approach
analytical approach to studying rectification be- is much more convenient than a time domain
comes quite involved , except for the small signal approach , and is applicable over a wider range of
case where simplifying assumptions can be made. RF power levels than a small signal approach. In

The current rectification efficiency of several the Fourier analysis, the levels of the higher har-
representative diodes was measured versus bias monic voltages and currents are assumed small in
voltage , RF power level , and frequency. The relation to the fundamental voltages and currents.

¶ current rectification efficiency, i~ (eta), is defined This is true for sufficiently small RF power levels.
as Figure 9 illustrates the rectification efficiency7)_ . ( ‘RF — 

‘no RF~1~~RF, ( 1)

‘9 
where 

~RF is the dc component of diode current
when the RF signal is applied,
m o RF is the diode current when no RF 102 O6~ _______signal is present , and

~RF is the RF power level which causes 10~ —0.5-

‘RF to flow. 
,
~~ 

. . . < 10—2 —~g
Figure 8 shows a plot of rectification efficiency 

________

measured at 220 MHz for a 1N914 diode, which ~~~ 
10—4 — _______ _______ _______

exhibits a rectification behavior typical for semi- 
~ ________ ________j conductor junctions. At low RF power levels, the

rectification efficiency is independent of the RF io—8
power level , and depends only on the bias voltage
(and frequency). This is the small signal (square LU 10 10
law) region. At higher power levels, approximate- 10—12 — _______ _______ ________ly 0.2 mW in Figure 8, the rectification efficiency 10—8 10—6 10—4 10—2 100

1n2 INCIDENT POWER — WATTS
(O.6V)

LL _ _100 (0 5V) I

10-2 
- 

___~~~~~ 
________ 

Figure 9. Calculate d Rectification Efficiency for 1N914
4 (0 25V) Diode at 220 MHz Versus Bias Voltage and HF

~ io-4 — — — Power Level
(OV)

10~~ predicted for a 1N914 diode at 220 MHz using the
I 

~ o-~ 
_______ ________ _______ 

Fourier method and diode parameters measured in
the laboratory . Comparison with Figure 8 shows

W 10-10 the method capable of predicting the large varia-
tions in rectification efficiency which occur with

10 12 
-8 10-6 W4 .2 100 bias voltage and RF power variations.

10 
~~~~ 

4.3 Worst Case Analysis of Junction Rectification
lNC lD~ NT POWER-W~ i 10 

— A simple circuit model for rectification in a PN
Figure 8. Measured Rectification Efficiency for 1N914 Diode junction is shown in Figure 10. Diode Dl models

at 220 MHz Versu s Bias Volt age and RF Power Level the diode junction in the absence of RF energy ,

7
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~~~ I L l ’  I If  I ‘,~ ‘~ related I I I  t he It F’ power level h~V 0 l~~ KP j 1j 1 2 , ( 2 ,
where K i~’ a factor which depends on th~ HF fre-_j~~~ quencv and source impedance. In Figure 11 , the- . ‘ . . -
II~ 4Iblv values of l ts~ and K he w i th in  the shaded

region for a diode w i t h  loss (a nonzero value of r~~) .

02 
‘l’he value 1)1 R~ is located within a finite int erval ,

- and for each value of lt~ there exists  a maximum
- - r - valu e of proportionality factor  K. Wi th  a lossless

~~~~~~~ 
diode , however.  R \ can assume any posit ive real
va lue. In  this case . all po ints below the dashed line
in Fi gure I I  are possible values ( If K versus R~~.
‘l’he equation for th e n i ax i m un i  value of K versus

Figure 10. Diode Rectification Model 
~~ ( t h e  dashed line in Figure I l l  i~ 2

K inax = ~~ I{~~, 1 2 ( 3 )
and can be represented either as ideal or with an The range of values for the Iossk ’ss diode includes
exponent ial current-voltage characteristic . Ele- all values in the lossy case . s~) a lossless diode is
mt ’nts 1)2. I~ and R~~ model the current and clearl y a worst case assumption.
voltage offsets which occur when RF stimulus is In the Wors t case analy sis  of a circuit , the
app lied to the junction. I)iode D2 is assumed values of R~ and K for the rectification models are
similar in character istics to diode Dl.  l~~ and R~~ chosen from Figure I l . and the circuit response is
depend on the HF frequency. power level , and the calculated for each set of values. l~v choosing
HF source impedance. Resistor rs includes the different  values of R~~ and K throug h an iterative
lossv elements associated wi th  the diod e and ex- procedure. the worst case interference response
to ’rn al drcu it .  can be found.

In the analysis of interference effects in circuits,
th e  HF source impedance is usually unknown , or 4.4 Simulation of Interference in TTL NAND
I ’. verY diff icul t  to determine. Since the RF source Gates — ‘Fhe circuit analysis program SPICE
impedance affects the values of the elements in the (Simulat ion Program with  Integrated Circuit
r ecti f icat ion model , it is desirable to determine the Emphasis ) was used to simulate interference ef-
i ffec t on the circuit for all possible values of fects in a 7400 N A N D  gate. SPICE was developed
source impedance. and design for the worst pos- specifically for anal yzing integrated circuits under
sible effect. Figure i i  shows the range of the normal conditions when no interfering signals are
model parameters normalized , in this case) con- present. I t  is commonly used by circuit designers,
sidering all values of RF source impedance. The integrated circuit manufacturers , and universities.

Reference 131 describes the program , its availa-
bi l i ty .  and il s input  code.

- Earlier investigations4 showed the 7400 N A N D
gate most susceptible to RF conducted into its

- output terminal when the output voltage is low
70~ 

-. _ . . . - ( 0 4 V ( .  which occurs when both input voltages
are hi gh ( -2 . OV ( .  HF signals conducted into the
output  terminal can cause the output voltage to
change from a normal low state to an RF-induced
high state. This is the situation that was simu-

- 
lated with SPICE. The interference was assumed
to occur in the N A N I )  gate output transistor .
which was modeled in the simulations with  a
modified Ebers-Mol l transistor model 5. The

______ ______ 

output  transistor was assumed similar to a
~o ~o ~~ ID ’ o2 ~~~ 2N2 :~i~~.\ transistor in characteristics , and the

modified Ebers-Moll transistor parameters used
were measured in the laboratory for the 2N2369A

Figure 11. Expected Range of K and Rx at 221) Mllz.
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Three types of TTL NAN I)  gates were invest i- susceptible to HF interference , while the high
gated to determine their relative susceptibilities to speed 741100 series is the least susceptible. For
HF interference. These were the normal 7400 each NAN I) gate type the fanout value has a
series , the high speed 741100 series , and the low small effect (less than 2 dB difference between
power 74100 series. The three N A N D  gate series minimum and maximum fanout) upon the RF
use different values of internal resistance, which power required to cause the threshold levels to he
are easily changed in the SPICE simulations. The exceeded .
effect of different fanout values was ~!so investi ’ 4 5  Worst Case Analysis of 7400 NAND Gate —

gated by varying the values of load resistors When a N A N D  gate is located in an arbitra ry
external to the N A N D  gate in the simulations. electromagnetic environment where HF signals

Figure 12 shows a plot of the predicted values of may he picked up by wires and cables , the possible
the NAN !) gate output voltage VOUT versus the characteristics of the equivalent RF source seen
incident RF power PINC . which are in good by the IC may vary widely. An induced HF signal
agreement wit h experimentally measured values2 , can be represented by a Thevenin equivalent con-

tai ning a voltage soure~ and a series impedance,
which is usuall y unknown. A worst case analysis

- of a 7400 (standard series ) N A N D  gate was per-
4 0  1 H~~PON7UN0DO 74~~~NA~~) G A O S  

for med where the value of the HF source im-
I pedance was assumed completely arbitrary.

~~ SIMUt AIION
- if RP IP4J ECTIDINTI)OUTP(II As in the preceding section , the HF signal was

4 fl7 
INPUTSU IGU conducted into the output terminal of the 7400

- ,5’~ 0 7 4  I - I  . , ,
A N A N D  gate. Both inputs were assigned a high

~~ state volta ge, which means the output voltage is a

~ low sta te in the absence of HF. The RF was
( I A  

,,, s ~~~‘~~
“ assumed to affect only the collect” -base junction

~ 0.0” , -J of the output transistor , which had been shown in
ID ~~~ io I to2 to3 ear lier simulations to give the worst case results.

P11K ~w The collector-base junction rectification parame-
ters were assigned using the worst case informa-

Figure 12. Output Voltage vs. Incident RF Power From Lion described briefly in Section 4.3, and the
SPICE Simulations of Three 1400 N AN D Gate collector-base junction was assumed lossless.
Types with Different Fanouts. Susceptibility The progra m SPICE was used to pc.’form the
Thresholds at VOUT Equals 0.8 and 2.0 Volts worst case ana lysis of the 7400 N AN D gate. The
are Shown. fanout was set to 15 , since results of the previous

section indicate that high fanouts lead to EM sus-
ceptibility at slightly lower HF power levels than

The plots show the relative susceptibilities of the low fanou t,s. Values of RGC (R ~ in the collector-
three NAN I J gate types with low fanouts (F 1) base junction of the output transistor) were
and with high fanouts (F = 10 or 15). When no HF chosen between Sand 5000 ohms, and ISCC ( 1 x in
power is applied , the output voltage is low the collector-base junction of the output transis-
(approximately 0.I V) . As the HF power increases , tor ) was calculated from Equations (2) and (3) .
the VOUT values increase until they cross the two Figure 13 shows values of VOUT versus PINC
susceptibility threshold levels. The threshold at from the SPICE simulation results. Ten different
VOUT = 0.8V corresponds to the highest voltage values of RGC , and the corresponding va lues of
that a subsequent stage is guaranteed to recognize ISCC , were simulated . It can be seen that the
as a low state input. The value VOUT = 2.OV value of RGC is quite influential in determining
corresponds to a VOUT certain to be recognized as the shape of the VOUT versus PINC curve , and in
a high state (instead of a low sta te) by a subse- determining the RF power levels at. which various
quent TTL input. The values of HF power which susceptibility threshold levels are crossed. From
cause these two threshold levels to he exceeded are Figure 13, the values of incident power required to
easily determined from Figure 12 for each NAND cause the output voltage to cross threshold levels
gate type. of 0.4 , 0.8 and 2.0 volts were determined for each

The results shown in Figure 12 indicate that the simulation. These values are shown plotted in
low power 74100 series N A N D  gate is th .. most Figure 14 versus the value of RGC for that case,

9
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PERTU RB ED ?400 14A140 GATES susceptible terminal. The study utilized macro-
0 SPICE SIMULA T IONS modeling techniques, and a full-scale simulation of- 0 MI INJE CTED INTO OUTPUT

INPUT S HIGH the complete circuit was done for comparison of
FA llOUT 

~ t he resul ts. ‘l’he modified Ebers’Moll transistor
0 model was used to account for the interference

effect , which was assamed to occur only in a single
0 ~ input tra nsistor.

CA SE RUC Ui) ‘l’lw op amp macromodel used was developed by
- 

~~~

‘ :~ ~ ~ Boy le. et. a l .ti , an d is illustrated in Figure 15.
• , 0 

K
S’ ,. Much of the internal structure of the op amp has

‘.~‘ 100 been replaced with functional equivalents. Thisl o ~ 
0 .  0 .t ~. ~,,

- 0 

~ - reduces the computer time required to obtain a
~ ~ solution , because the macromodel has fewer dc-~ ments than the operational amp lifier , and becausea . . 

~o ioo 
- 

much of the circuit consist-s of linear elements.
Terminall y, however , the op amp macromodel
behaves as an actual  op amp.

Figure 13. SPICE Simulation Values of Output Voltage Versus A signi ficant feature of the macromodel created
Incident HF Power Level for a 1400 NAND Gate by Boyle is that it retains the differential pair

configuration at the input terminals, as is found in
RI PER T U R B ED  ?400 NAP4rI OA I I  an actual 741. The two transistors at the input of

the macromodel perform the same function as- SPICE SIMULA T IONS
HF INJ ECT E D INTO OUT PUT their counterparts in the actual device. The
INPUT S HIUH macromodel uses an Ebers-Moll transistor model

~~
. 
\ 

FAll OU T ts 
for each input transistor.

\ \,. -

~~~~ ~~~~~~~~~~ 
The input transistors were assumed similar to,

~~ 
\.~ ~ -t i.-_~r~~t/ ( I V OUI - 2 0 V  2N930A transistors in characteristics. With HF\~
, (~~~~~~// enter ing one of the inputs of the op amp, the

interference effect was accounted for by replacing
the transistor model at that input with a modified
Ebers-M oIl transistor model , which includes HF

° 
2 1 ‘0 tOO 1K 10K ef fects. RF parameters were in ferred from

RG C OHMS measured 2N930A interference data at 220 MHz.
The effects of beta decreases with increasing
power level were included in the model.Figure 14. Values of Incident HF Power Required to Cause The op amp was simulated in a feedback amp li’Output Voltage of 1400 NAND Gate to Exceed fier circuit with a gain of — 10. The input voltage

Susceptibility Threshold Levels Versus the HF was 0.5 volts , so the expected output voltage with
Thevenin Source Impedance no HF was —5.0 volts

The circuit was simulated on ISP 1CE , a time’
‘l’hree eurves are shown (one for each threshold sharing version of the program S~ 1CE which is
level) . F r each susceptibility threshold in Figure available throug h National CSS, Inc. Information
14 (-he P INC versus RGC plot has a minimum on ISPICE features and command structure can
P INC value. The minimum values of PIN C for be found in Reference 171.
each thres hold are the worst case estimates of the Curve (a) in Figure 16 shows the output voltage
minimum incident HF power to cause the suscep- of the circuit vs. RF power level when RF enters
tib il ity threshold levels to be exceeded . These the inverting input and compares it to data meas-
worst case power levels compare favorably with ured in the laboratory8. Curves (b )  and (c) are the
worst case results measured in the laboratory for results of two other simulations of the same cir-
TTL devices. cuit. To obtain Curve Ib ) .  a complete model of the
4.6 Simulation of Interfe rence in 741 Op Amps — 74 1 op amp was simulated. The simulations used
The 741 op amp has been studied for the case of the computer program SPICE2 , an updated ver-
HI” entering the input , which is the most sion of SPICE. Figure 17 shows a schematic

10
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(c ) OFFSET MODEL 
S Fi gure 17. Schematic Diagram of 741 up Amp Used

S EXPER IMENTAL (b) in Complete Circuit Simulations
9 6- - - - - -

diagram for a 741 op amp. Both of the input tran-
104 

sistors were modeled using the modified Ebers-
Moll transistor model (the RF power entering the

Ic) transistor at- the noninverting input was assumed
I l _ p  zero, however). Standard SPICE2 components

TO ~ IO~~ 1O~~ 10 2 ~ 1 iO0 101 were used for all other op amp components.
PINC 4mW ) Curve (c) was obtained with a simpLified offset

Figure 16. Output Vol teg e of Am plifier Circuit vs. Incident model of interference in the op amp. The inter-
HF Powe r. RF Conducted into Inverting Input of ference effect was modeled with an offset voltage’ —

- I - 141 at 220 MHz . generator located at- the op amp inverting input
11
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te’tmiiuil as shown in Figure 1$. ( m od correlation First , a threshold offset will decrease’ the noise’
has been found be’t we’cn the output ~‘,dtzigt ’ m arg in of t he’ system , ine’re’asi ng the probabilit y
predicted by the offset model , and th at pr oefi0-ted th a t  bit errors will occur in noisy environments.
by the’ computer cak-ulated simulations where t he ‘l’he’ second eife’c t , and the ’ one of concern here’, is
offse’t voltage’ generator has the Maine ’ value as the ’ t hat I hre’shold offsets may cause’ t ins~ variatio ns
U l” -induced offset voltage in the base’-e’mnit ter Ii i  occur in t he’ re’ee’ivetd signal. Comparison of the ’
j ut ic t  11111 (if t lie’ inpu t transistor. I I i I f l s t i i i t  ted and re’ce’ived pulse’ t rains nsay show

hat smut’ pulses mippe ’ar longer or shorter than in
V 11 

t he’ original signal. ‘l’he’se’ time variations can be’

j i t  te ’r ’ ~~~ ‘I’his is a ratio of the maximum variation
in pulse’ posit iofl or widt Is t-o the ’ minimum pulse ’

— 

disi’usse’d qu ant i t a t iv t ’l v  in a term called ‘‘ percent

pe’riod.
‘l’he’ j i t t er  was compute’d anal yti call y, consider-

ing t he’ e’ftects of threshold offsets. Figure’ 19(a)
~lsows the ’ pe’rce~nt j i t t er  as a function of line’ length- i Figure 18. Op Amp Interference Model with Input

Offset Generator and data ru le’ when no threshold offsets occur.
FIgure’ 19(b) shows the ’ percent jit ter when a
hresheil d eiffse ’t of ±0.2 V~~. is possible’, where the ’

Figure It ; shows th at  t he’ re ’sults ol)tffln e~d wi th  line ’ is assumed to be driven by voltages of ~~~~~
e’iich ci t th e three simulations are comparable ’. The
eonsple’te niode’l is fa ir ly accurate in predicting the

NIP.sat uree t ion voltage’ of the op amp. ‘I’he nmrromeide ’I RI 

14 I I :M I I~ I. I A I)I~~~~.I~~~INII~
1110 I0~sat unite ’s approximatel y 1 .4 volts below t he’ actual 111414141 - 

I 
11 Ill MI IIIII -

-ir eu it - (‘lose’r agreement can btt obtained by
41(1 jus t  ing t he’ ussiereimodesi purame’tetrs to obtain 

I All l Ilt ~ISIANl I 

FIB IN ( I

the desired sat ur at  ion voltage’ ( in the macroniodel . 14141 ( A ll 4 %  (411(14*1

I he sat ur si t ion voltage is independent of the ’ RI”
e’ffe’t ’ts ) .  ‘I’lse’ offset model doe’s not saturate ,
because’ ii assume’d an idea l op amp.

powers in the ’ macromoelel simulation could have 

II~~~lIl F Ill

\ 

- The offset voltage ’ which occurred at low HF’ III 11114144 NIII II
14144 HAl IN
III 1,11114

been avoided if both input transistors we’re
mode’te’d wi t h modified Ebe’rs- Moll models , its in 0

II, 1(114 1(1414 114 IIIM 1114)14
the ’ comp le’te’ mode’1 simulation. 1414! ( tA t  A HAl I 1411 PElt SI I~IlNIt

‘I’he’ sim ulation data is conservative ’ compared
tel the ’ nse’asured data by about 4 dIl . This is rea- ‘~~ V~~ - 0
sonalih’. heiwe’ver , because’ it was assumed that the’

10000 -incide’nt powe’r affet -t s only the’ input transistor, Its 0 1  1 ~ 102 
30 ~O 100 PERCENI

m I S E Rr eal i ty , it is unlikely that all of the incident RI” W
w

N

power actu ally reaches the’ input - transistor. Some’
1000is probably absorbed in e)t bet- parts of the chi p, or

bypasses the ’ input tran sistor through shunt -
0

-1.7 Signal Quality in l)ata Transmission Systems 

~~~~~~~~~~~~~~~~~~~~~~ 

~~~~~~~

zctep acit ane -e’.
-~ TOO

I nve’st igat ions into the ’ HF susceptibility of line

_________ 1 ~~~~~~~~~~~~ J __________

drive’rs and re’e’e’ivers have established that  the’
re’ce’iver input threshold may change when stimu- 10 4 1~ I _________

l~te ’el by HF. ‘l’ht’ receiver input - threshold is that 1K 10K lOOK 1M 1OM lOOM

voltage ’, applied differentially between the two ret . NRZ D A T A  RATE BI TS PER SECOND
hI 0.2 V

~1~- V th ’ 0.? V 4.~eeive’r inputs , at which thie receiver output
cha nge’s state.  ‘l’hreshold offsets , such as those’ Figure 19. Signal fluality as a Function of Line length

3 caused by HI” , have’ two eindesirahle e’ffects on f-he ’ and Data Rate Including Effec ts of Threshold
signal qualit y in me data t-ransnussion system. Voltage Offsets
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These graphs were made using parameters for a voltage offsets. ( For the drivers and receivers that ‘

typical twisted pair line. Reference (9~ recom- were tested, the line is driven by ±5 volts). Figure
mends that systems be operated with jitters less 4 can be used in conjunction with Figure 19 to
than 0.01% for reliable operation . Data with estimate the signal quality in terms of RF power
jitters greater than 100% are probably not and frequency. The important point for circuit and
recoverable, system designers is that when line driver and re-

Information on threshold offsets in line receiv- ceiver systems are required to operate in harsh
ers versus RF power level has been measured ex- electromagnetic environments , data transmission
perimentally. Figure 4 shows worst case suscepti- rates may have to be slowed in order to ensure
bilities of line receivers in terms of threshold reliable data communications.

I -
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5. ELECTROMA GNET iC

SUSCEP 1’IBIL ITY SEMINAR S
around such topics as coupling approaches ,

‘l’hre’c KIe’ -tronueguetie - Susceptibility Seminars shielding wit  h in  electronic systems , HF
have’ beie’n he’ld during Phase I l l  of the ’ contract , im pedances of integrated circuits , the HF suscep-
t he’ last two of which wet re held during this inc-re- t ib ilitit ’s ut devices and technologies that were not
nse’n t.  ‘l’he’ seetceinel Elec t reinstegnettic Susceptibility specifically covered in the handbook, including
Seminar was held 19-20 October 1977 and had 83 microprocessors, low-power  Sch ott k y TTL
att e ndee’s, while ’ the third was hetid 25-2~ October devices , N MOS, etc .,  and the evaluation of inter-
1978 and had 41 attendee’s. Al l three seminars ference when more’ than one interference source is
we’re ’ he’lel at  t he’ M ct )onn e ’l l  Be uglas present. Wherever possible , t he comments that A

Ile’ad quarte ’rs Building in St. Louis , and were were’ received in these discussions we’re’ incorpo -
jo in t l y  sponsored by the ’ Naval Surface Weapons rated into the final version of the IC Handbook.
Ce’nte ’r l)ahlgrt’n l .ahorator and McDonnell At the final seminar a special session was
l)esuglas Astronautics Company-St. Louis. devoted to use’ of the IC Handbook , and included

Alt hough the ’ first se ’mnin ar was ceineerned specific examp les of determination of pickup
mu ain h  wit Is inte ’grate ’d circuit susceptibility, the le’vels , susceptibility levels for specific equipment ,
lamer se ’muinar s also int ’Iueled information on and shielding levels required to make the ’ equip-
ceiup liit.g and shie’lding. hardening design , system nsent satisfy customer specifications.
sus14’e ’pt i l . i l i t v and testing (inc luding shielding Based on our experience with the~t’ seminars , it
e’tfect ive’ne’ss testing, laborat ory K MV testing and appears tha t t he ICE S H andbook has been wel l
lull sca le’ te sting ), received by the EMC community and is currentl y

lrtt’lndt’d in the ’ f irst  two  seminars were discus- being used for a number of EMC related activities.
sion sessions where~ valuable’ feedback was 01)- Comments on the handbook have , in genera l , been
ta m ed on the ’ I nte ’grutte ’d Circuit Electromagnetic fa~’orable, and most users that have been in con-
Susceptibility h andbook. Discussions centered tact with MDAC consider it a valuable reference.
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6. CONCLUSIONS AND

RECOMMENDATION S

This report is the final output of t-h~ Integrated rapidl y in the coming years, and int-reasingh ’
Circuit E lectromagnet-ic Susceptibility lnvestiga- complex circuits may appear , the basic infornia.
tion conducted by MDAC. The program has been tion contained in the ICES Handbook is expet’tetd
successful in character izing,  t hrough both to remain an accura te estimate of the susce’pti-
measurements and analytical approaches. the bihit-iss of future’ integrated circuits. The reason for
electromagnetic susceptibility properties of inte- this is that the ’ present interference mechanism,
grated circuits. The major output of this investi - rtt ctif ic-ation . is not expected to change with ad’
gation was the ICES Handbook , which was vamse’es in circuit complexity or t~~’hno1ogy . The’
published 1 August 1978. It summarizes the’ handbook is expected to remain a valuable refer-
susceptibility information gleaned during this in- e’nce’ or many years to come’. Based on verba l
vc’stigation in a form which can be readily applied fetedlmma ’k mend on t he’ seminar attendance , the
to a variety of EMC design and analysis activiti e s . l t’ES I l imne lhes ,k l ime s he’e’n favorably received , and

While integrated circuit technology may change’ is cli rr e ’nI lv be ing eist’d by the ’ KMC consmuunitv .

4

‘
1

-I

4 _ 15
MCOO~~~ aLL DauOL~~. ACT O’JaLJTIC. CO**P*Pd%’-~~7.LoI,s~ oii,qago~ m tt , IANL IAH ’t 9 ’ 9 • M t )e  I I ’t ~5)



- _ _ _ _ _ _ _

7. REFEREN CES

1. “Integrated Circuit E lectromagnetic Susceptibility Handbook , ” McDonnell Douglas AstronauticsConspany , St. Louis , MDC F 1929, 1 August 1978.

2. “ Integra ted Circuit Electromagnetic Susceptibility I nvestigation — Tech nica l Report N o. 3, ”McDonnell Douglas Astronautics Company, St. Louis , MDC K 1998 , 5 January 1979. 
)

3. L. W. Nagel and D. 0. Pederson , “SPICE (Simulation Program with Integrated CircuitEmphasis ) , ” Memorandum No. ERL-M382 , Electronics Researc h Laboratory , College of Engineer-ing. University of California , Berkeley . 12 April 1973.

4. “Integrated Circuit Electromagnetic Susceptibility Investigation — Bipolar Nand Gate Study, ”McDonnell I)ouglas Astronautics Company, St. Louis, MDC K 1123, 26 July 1974, AD-B002279L.
5. C. F. Larson and J. M. Roe , “A Modified Ebers-Moll Transistor Model for RF Interference

¶ Analy sis .” Prew~~~ings of IE EE 1978 International Symposium on Electromagnetic Compatibility ,4 IEE E 7$-Cfl-1304.5 , EMC. pp 57-63.

6. ( . H , Boyle, B. M. Cohn , El 0. Pederson , and J. F . Solomon , “Macremodeling of Integrated CircuitOperational Amp li fiers ,” IEE E Journal of Solid State Circuits, Vol. SC-9, No. 6. December 1974 , pp353-363.

7 . ISPICK Reference Guide , National CSS, Inc., Norw alk , Connecticut , May 1977.

• 8. “ Integrated Circuit Electromagnetic Susceptibility Investi gation — Bipolar Op Am p St udy, ”McDonnell I)ouglas Astronautics Company. St. Louis , MDC F 1124 , 9 August 1974 , A D-B002280L.
9. The TTL Applications Handbook , Fairchild Semiconductor , Mountain View , California, August

1973.

1 )

16

~~~~~~~~~~~~~~~ 
L A V - T LOUSE ~~~VISgO~~ 5 J A N U A R  ~ 1979 • M PC F I ~l’1p 



‘1

,-~
Cv-’,, , - I

)Jnc~ assi f ied 
- - -~~ 

—
- ,‘ 

I w f : 0RM
• P’ F OOV I A C CISSIO N NO 3 N I C I P I F N T S  C* T A L O G  NUIdOF R

NSWC/D TR.79-14 
_ _ __ ~~~~~~~~~~~~~~~

~ ~~ PI OF RFP O RT & P~~RIOO C O V E R E D

~ ~~ Inte cirated C i rcu i t  Electe’cmi isaqnet ic Suscep t i b i l i t y
I I nv e st ig a t io n  • Phase III . 

‘~~‘ - -

\Sui~~arv Report No. 3 ~-. ~~~~~~~ _-.. .-,.. ~~~~ ~~~~~~ NUM UER

\ , MDC-E1999f
A N  

- - - 
________ - —

i
, ,~ ~~~ 

N R A C T OR 
~~~AKT. NUMØE R(

/ L) S ’\ M . ~~~~~~ ii ,—ii ‘ - - - 

( j L N~O92l -76 - C-~~3,ø’~
\ - - - 

- 
~~~~ L-- 1 

~~~~~~~~~~~~~ L.~~ L’~~~—~- ‘O P R O G RA  L E M E NT  P ROj ECT . lA Sh

Mcfk~ ii~’1 [\)uIil ti’ . A ’ t  m’OIl,IUt i c S  Co , — s t  - 
AR E A 

/ 
K U N I T  NUMU ERS

r . o\ R~- i.  S i t ’ 
- .~ 2

MO t- i31 fit-i 
_____ 

,/ -  
- 

XF54585 13 U?’98(A)

N a v i l  [~•1t ’CtrL lni~ 
~~“ “  

I U (L! ~~ ,~~ar’ j1179 ~
Rès t ’a ‘h- , iIliI Tt ’ , Piii~ 1 o~~y Di m ’e ’( t op - a t e  - uMB ER ~~F ~~~~~~~~~~~~~

ssh ~~~ t~~n . t i C .10360 ___________________________
- , 1 N .  ‘ N A M I  A u ’ ~~~i 

) ,~~ ‘II,, IS S E C U R I I Y  C L A S S ,  (01 5). ,.p0,I(

~~e va I Sum’  f~ht ’ Weapo n s C ’nt e r
Da h hp’en L o~~ to ,-~ (C o d e [)F-56) Unclassified
P ah i  ~ p’ t’ii , VA ,‘:44~ IS.  D E C L A S S I F I C A T I O N  D O W N G R A D ) N G  P

- N/A

~)~~p Oved  for PUb11L Rele:se Dist r ibut ion Unl im ited / 
_~~ 

/ ~~~~~~~~~~ /

• - .‘~ R i i , ’ CI N SI A T  FMEN 1’ ~~$ ,h. •1’,I~a )  .n,.,.,i In 4!, , ,-k .•C . i ,l(It.,. nI Ito,. R.port)

~ S U P P L E M E N T A R Y  5~~~T E 5

9 A F W OR DS (ConfI nu. ,•n ,.”a,.. Ui. II • • , •t ~~Wfl Wi Id.nfilv A.- block numb.,)

-
‘ EMV RE Susceptibility

Integrated Circuit Hardeni ng
Interference [MI
Microwave

20 A B S T R A C  I’ ( Continua On t~~v•tSW aid. It n.cW ~ .afl S.d id•nf$j p Ar block numb~ ,I

• This report summarizes orogress made in investigations into the RE
susceptibility of integrated Circuits (ICs), This report covers the work
performed duri ng the third of three increments includes is a description of
the revisio ns which were incorporated into the Integrated Circuit Electroma g-
netic Susceptib ility Handbook (Report MDC [l~ 29 dated 1 Augus t 1978) which
sunjiiarized all of the information obtained during the entire program in a
handbook forma t for use by designers and [MC engineers . Results of tests of

DO 
~~~~~ 

147 3 FOIT I O P I OF I RON .S iS OSSOi . t ,t  Unclassified 4
S N • . 1 , I ’ - ‘ ‘A • - -______________________________________________

% ( C RI~~~, CL*SII~~IC*t ION O~ T HI S PAGI (U~,Sn D•t• lniS,.d I

17 ~ q ~~ - -1 
~~~

-

. / S

~~ CDONNgLL DOu~~&*• ~~aV~~~~~ Auv,ca CO~~P*~~V -~~ T. LO~~ ~~~~~~~~~~ 5 JANUARY 1979 •MDC F 1999



3”

j I~~~- 4 ~~~ i t  ied
SI,  UNI ~ S ~ L A S S f P  A Y I O N  ,St  V N~ S PA 5, 5 1 St,.,. D•I~~ I.,.,.d)

tho su -~~et lt  itn l i i, it’S i.’it ~nt eqrate51 c i  t ’ cu its  perfom-me d during th i s  increment are
- i  t’ed . Mode I of rect i f i c a t  ion in PN j unct ions developed during this -

1II~~~!t ’ ‘CO t ~I’e Jes~ ,’itsed. Si in ulat ions ot i n t e r f e r e n c e  ef fec ts  in III. NAND gates
p~~ t ‘41 i)P AMPs a~’e included using computer — aided c i r cu i t  an a lys is techniques 

~‘d i led Lbers — Mo l 1 t rails is to i-  u~del wh ich includes interference effects
~~ te r  e F F e c t s  due to RF inte ,’tt ,’p’ iice in dat a t r a n s m is s i on systems are

di s C L I — - ~C t _ T h i s  ~‘ep&st ’t inc ludes a brief desc ri pt ion of two £1 ectromaqnet i c
1 t ’ 1 i i  Sem i riam’s wh ich  were held during thi s increment -~~

Unclassif ied
St~~~• ’ ’. ~ L af l IbICI ” I014 QI TAIl S PkGt(St,.n 5.,a PnI.,.dI

ii - 
-

* CDO~~~~~~L.L 00J0LA ASV O’i~~UTSca CO*I~~*~~~V~~~~V.LOt ~~~ D#VSSIO J ~J A N1IA R’s 1 9 ’ O S U L ” C  I !999

—
‘

,

~~~~~~~~~~



LOU D OIWS~~
0

~~ 
S JA NUA ” ~~ f n ’ °~~~~~~~

• *•V~~O~~~~~’ 
TSC~~ COF~S~~~~~” 

‘aT
- 00t10 LA

-‘9. -

,

~~~~~~~

)

IF. - -

— -- -

.~~~~_
_ _~( _; , _ a; .- - -.

,~) k  3~~~’
~ 0

• -‘ 
- - - 4

~ s ’  -- .- , - ~

r
~~~,v .. n , i .• -•‘. ‘~ 3 ç - -  ~~ - 

-

~~~~ 
~~~~ 2

I
~~~~~ A 

~~U 0

‘I

APCDO~~PdELL DOUGLAS ASTRONAUTICS COP-SPANV - ST. LOUIS
L.---r LUS t ‘.7 I-, ’ - -  63 ’s) 374,

rISCDOPIPI ELL


